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1.How to read this document

1. How to read this document

This manual contains information on how to configure and use the tools required for the MNXBO01-
2022 course.

It will help you setting up the course environment for assignments in section 2 to 4.
It should also be used

* as areference for the command line terminal, see section 5 Command Line Quick
Reference

» as areference for terms you may not have heard before, see section C Glossary of terms.

This manual will be updated as the course progresses with useful chapters to make your journey
easy. Updates will be announced on Canvas and changes will be recorded in section E ChangeL.og.

2. Brief description of the course environment

For this course we will use the Aurora cluster at Lunarc [aurora].

A computing cluster is a certain number of computers sitting in a data center or computer hall, all
interconnected within them, that allow for extremely powerful scientific computations, way more
powerful than the best computer you ever had.

Most clusters in the world usually run Linux and allow for command-line, text-only SSH
connections if you do not need a graphical interface. This is the most common way to access a
cluster. Like many others, also Aurora can be accessed via a SSH terminal client application.

However, the world is changing and for some applications is preferable to have graphical
environments. For the scope of this course is much more practical to have a graphical environment.
Luckily the Aurora cluster is equipped with some graphical frontend that allows for a virtual remote
desktop, called HPC (High Performance Computing) desktop, to interface with the cluster. It is
based on a technology called ThinLinc by a company called Cendio.

A client application must be installed in your device in order to access the services (sometimes
referred as servers) described above. In this course we will use:

* Mainly use the ThinLinc client for accessing the HPC desktop. This can also be used for
limited sharing of your device files or folders with the cluster.

* For bulk data transfer we will use a tool called WinSCP or other tools available for your
operating system (see also section 3.3 Transferring data from your computer to the Aurora
cluster).

* (Optional) For command-line connections you can use any SSH client available for your
device. A list of such clients is in section A.4 Text-only connection: Using a terminal
emulator (Optional).
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For enhanced security, Lunarc requires two factor authentication or 2FA. This involves using your
mobile phone to prove to the cluster that your access credentials (username and password) where
actually sent by you and not by some hacker who stole them from you. For 2FA to work, every
authentication device (such as your mobile phone) must be registered to some authentication
provider. Lunarc uses Phenixid.net as their main authentication provider, and you will need an app
on your smartphone called PocketPass to access the services. This application will give you a
number called OTP (One Time Password) that you will have to enter at every login.

The procedure you will do everytime a tutorial starts is to login to Aurora, this is:
1. Connect to the Aurora cluster using the ThinLinc Client

2. Authenticate yourself with the Lunarc username and password that either Lunarc or a course
teacher will give to you

3. Insert the OTP obtained from the PocketPass app on your mobile.

[lustration 1 shows how all those pieces come together.

Aurora
cluster

HPC graphical
desktop
frontend

ST,

==

'CUNARC

Illustration 1: Tools involved in the access to Lunarc cluster
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2.1 Basics of authentication

Remember: your password is private and must not be disclosed to others at any rate. In case the
password gets stolen, you put at risk the entire infrastructure it is used to access.

You will not find some of the information that follows in Lunarc documentation for practical
reasons. But in this course we try to give the needed tools for you to find your way through the
complicated ever changing world of IT. Lots of things change in IT, but the basic concepts remain.
You just don’t see them explained often.

Authentication is the process with which two or more parties authenticate to each other, that is,
present to each other some kind of proof of identity. Authentication is based on trust.

Google used to trust that you are the actual “you” when you log in with your username an
password. Since these two can be stolen, nowadays Google ask for your mobile phone or other
details.

Have you ever asked yourself how do you know Google is Google? I give you the answer: you
don’t. You trust (or rather, you hope) Google will be at www.google.com . The trust is based on the
simple fact that website names are universally unique and cannot be shared, and Google has enough
money to own www.google.com virtually forever. Shall we call it trust by power?

In general, very little is done for you to trust the server. Much more is done for the server to trust
you.

Today’s trust in Google is taken care by your browser, that carries some special certificates to
identify that www.google.com is actually a legit website created by Google LLC. Google identifies
itself by using a certificate. For example in the Firefox browser you can get info about this

certificate by clicking on the small lock icon next to the website URL: © 8 google.com

The lock also means that the connection between you and the website is securely encrypted, that is,
the data flow between your browser and google can only be read and understood by google and
your browser, and nothing else. Everybody else trying to steal such data will be only able to see a
seemingly confusing flow of data. This is also implied by the s in https in the website address — http
secure. http is the communication protocol with which webpages are sent all over the world. https
encrypts the communication channel with a technology called SSL that is beyond the scope of this
course.

Going back to the HPC world, the secure protocol in use is SSH. SSH stands for Secure SHell.
* Secure: authenticated and encrypted

o authenticated: the cluster knows who your are and you can be sure the cluster is the one
you want to connect to. You both know your identities


http://www.google.com/
http://www.google.com/
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o encrypted: encoded in such a way that the information can only be read by you and the
cluster, achieving what is called confidentiality

* SHell: a kind of command line interface, a way for humans to interact with computers by
writing commands

As you might have understood from the Google example, the first thing one needs to answer when
connecting to a service is: is this service actually the one I am connecting to?

In SSH you can identify a server via a strange sequence of characters that uniquely identifies that
machine. It is called a hash. A typical SSH server hash looks like this:

ECDSA MD5:e9:bf:d5:af:£1:99:a6:02:90:03:b0:£3:1a:87:61:a2
ECDSA SHA256:99/VwIhxK0S26BxBCXuPt 7TKUWOs2V1GxsmzWnY02UpO

MD5 and SHA256 are hashing algorithms used to generate the hash. Nowadays SHA256 is more
secure, but for compatibility reason some systems still show the MD5 format.

ECDSA is the algorithm used to create the server digital identity. Other common algorithms are:
RSA, ED25519. We will not cover this or any cryptography in the course, but it is mentioned here
so that you know what that is about when you’ll see it.

Normally, a system administrator should tell you which hash to trust. For some reason this is rarely
done. In this course we will do it properly and I will tell you what is the identity of the Aurora
cluster you can trust.

The second thing one needs to do is to tell the cluster one’s identity by sending it username and
password. It’s the server asking you: who are you?

Today’s security standards require a third thing one needs to do. Somebody could have stolen your
username and password. The server (the cluster) wants to be sure you are who “you” claim to be.

This is achieved with MFA (Multi Factor Authentication) a technique based on the fact that you
need to authenticate yourself with something about yourself at the moment of authentication.

In reality this is just your mobile phone or some electronic device or app that generates some value
that lasts only a few seconds, the very moment when you try to login. Such short lived value is
usually called OTP, One Time Password. The provider of the OTP password is trusted by the
server that you’re trying to connect to.

So to recap, authentication involves these three steps:
1) Identify a remote server or service (Is the server actually the server?)
2) Identify yourself to the service (who am I on that server?)
3) Prove your identity to the service (am I really who I claim to be?)

My personal suggestion for your career is that whenever you’re asked to login via SSH to a system,
you ask the system administrator in charge to tell you what is the SSH hash of the host.
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3. Connecting to Lunarc Aurora Cluster

3.1 Prerequisites

3.1.1 Get a SUPR account and an Aurora username and password

A SUPR account will give you the possibility to request computing resources within all the the
National Swedish Infrastructure for Computing (SNIC) computing centers, a federation of which
Lunarc is member.

1) Create a SUPR account at
https://supr.snic.se/

First, try to click on “Login using SWAMID”. You should be able to login as a LU student.
If you cannot login, click on “Register New Person” and then try to “Register via SWAMID”.

If that doesn’t work you can “Register without SWAMID” but it may take time, as the process
involves sending a paper form via post service.

At the end of the process you may have a SUPR password. Such password is NOT the one used to
access the cluster. Do not confuse the two. This password is to access the SUPR services which are
provided to researchers across all Sweden.

Upon registration it is very important that you provide this information:
*  Your correct First Name and Last Name.

* Avalid email address, the student one from LU or other Swedish university is preferred.
Providing a different email address may cause delays in your approval, if not rejection.
The same address will be used by Lunarc to provide the first login information.

* Avalid mobile phone number. This is required to access the computing services.

2) If the registration succeeds, you should be able to pick a project. For this course you should ask
for membership to the following project:

LU 2021/7-65
https://supr.snic.se/project/21026/

If you’re successfully registered and logged in you can click on the above link and request for
membership approval.
Then wait for approval. You will receive an email notification when your membership is approved.

3) Obtain your login credentials (username and password) from Lunarc. As soon as your
registration is successful you will get a notification from Lunarc with the details. A mobile phone is
required to login to Aurora.

You can read more about SUPR and SNIC (Swedish National Infrastructure for Computing) at
https://www.snic.se/


https://supr.snic.se/project/21026/
https://supr.snic.se/
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3.1.2 Install PocketPass authenticator in your phone

Install and configure the PocketPass authenticator on your mobile phone (the one you registered in
SUPR!). Follow:
https://lunarc-documentation.readthedocs.io/en/latest/authenticator howto/

3.2 Connecting using the ThinLinc client

Most of the documentation is provided by Lunarc itself. These pages will just add practical
information that might be missing.

In order to connect you need to complete the prerequisites in section

To install and configure the ThinLinc client on your computer, follow:
https://lunarc-documentation.readthedocs.io/en/latest/using hpc desktop/

Suggestion: Read the whole page at the link above at least once before you start doing any
practical thing.

When logging in the first time, you will be asked whether you trust the server identity:

ThinLine Clienk -

r) The server's host key is not cached in the registry. You
. have no guarantee that the server is the computer you

think it is.

The key fingerprint for "aurora.lunarc.lu.se" is:
e9:bf:d5:af:f1:99:36:02:90:03:b0:f3:1a3:87:61:a32

If you trust this host, click Continue. Otherwise, click Abort.

| continue 7| | Abort |

Verify that the SSH identity hash of the server matches one of the following and click Continue if
SO.

ECDSA MD5:e9:bf:d5:af:£1:99:a26:02:90:03:b0:£3:1a:87:61:a2
RSA MD5:6a:e7:89:f5:de:cf:£f7:3b:da:3f:cb:bb:9d:62:57:£4
ED25519 MD5:bb:90:61:be:0c:92:ad:cl:3e:b2:a3:08:57:11:db:0c
ECDSA SHA256:99/VwIhxK0S26BxBCXuPt7KUWOs2V1GxsmzWnY02UpO
RSA SHA256:TOHzXcFkoAlyIgWeAwYvPbayhLHApz5i5dBgkEqQPYk
ED25519 SHA256:0UmlL3HujmWyVOpdtpkArAaOgNOPZtkujVjIbIMduyk


https://lunarc-documentation.readthedocs.io/en/latest/using_hpc_desktop/
https://lunarc-documentation.readthedocs.io/en/latest/authenticator_howto/
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If you successfully manage to login, you should be able to see the HPC desktop:

e pflorido@aurora-rviz01- ThinLinc Client
@ Applications Places System %E‘ EN u})) Thu Aug 19, 19:05

pflorido’s Home: =

3.2.1 In case of emergency, the F8 key

The F8 key is used to interact with the ThinLinc client application. It will allow you to go back to
your computer own Operating System and customize the way the ThinLinc application behaves.

* I suggest to disable the fullscreen mode at the beginning. Press and untick [ oisconnect session

“Fullscreen” B e
Minimize
Resize window to session
* To go back to your own computer desktop, press and then choose Send 8
173 V¥ N SSR ) Send Ctrl-Alt-Del
Minimize o
Connection info...
» If the screen gets stuck, press [F8] and then (5 ]J(ALT+TAB) About ThinLinc Client...

3.2.2 Sessions

Whenever you login to any system that is the start of a session. Some session only last the time of
your login, some other can survive after you logout. The Lunarc HPC desktop survives your logins
if you do not actively logout. It can survive up to 7 days, then it will be forcibly closed. You will
lose all the ongoing work and open windows.

* If you just close the ThinLinc application by clicking on “Disconnect session” or by just
closing the application window, your session will be kept alive on the frontend.
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* If you want to completely close a session, terminating
all the programs you’re running on the HPC desktop,

you need to actively logout using the remote desktop functions.

On the top left bar, click on
“System” — “Log Out <your username>...”

i System =] Q

[74e| Preferences
#C. Administration
i Control Center
w» Help

1) About MATE

u;ﬂ Lock Screen

H Log Out pflorido...

-
0| Shut Down...

3.3 Transferring data from your computer to the Aurora

cluster

To transfer data from your computer to Aurora in bulk mode, that is, without logging in using the
ThinLinc client, but simply dragging and dropping from your own computer’s desktop, the best way

is to use a standalone data transfer client such as WinSCP or FileZilla.

The classic way for Linux and MacOSX would be to use the command line tools scp or sftp. I
will briefly document that in the Advanced Topics section.

In what follows we will identify the files present on your own computer as local files, while the
files that are on Aurora will be called remote files. You will see these names also in most programs

that do data transfer.

3.3.1 WinSCP

WinSCP is onlu available for Microsoft Windows. It is recommended by Lunarc. You can download
WinSCP at this link (and only this one! avoid other sources.)

https://winscp.net/eng/index.php

You can find the information about how to configure it here:

https://lunarc-documentation.readthedocs.io/en/latest/login _howto/#file-transfers

And on WinSCP official documentation:

https://winscp.net/eng/docs/start

In what follows I show you an example of how to transfer a file, even though it’s quite intuitive.

1) Create a folder MNXBO1 on the Desktop of your computer. Enter the folder and create a

winscptest. txt file.

MNXBO1

ne Share View

Desktop MNXBO01

& Intel® Graphics Settings

New

B3 Display settings
& rersonal lize

0 Microsof ft Word Document it
Microsoft Access Database
B

Text Document
B3 Microsoft Excel Worksheet

~ Na
Name

cess

1ents

dads
View

Sort by
Group by
P Refresh

s

nesheets

MNXBO1

n

iversity Pas 5
10 @ - Docur Undo Rename

0-Genery ¢ N
Give access to

Customize this folder...

Date modified Type

Folder
> & Shortcut

> Microsoft Access Database
> &| Bitmap image
{19 Microsoft Word Document
Microsoft Access Database
[#] OpenDocument teckning

@Y Microsoft PowerPoint Presentation \

@ Microsoft | | pMMNXBO1
Text Docu

> @ Microsoft |* Share

View

Desktop MNXBO1

New S| 8 compress
Properties
~ Name

winscptest.txt
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2) Open WinSCP and configure it according to Lunarc documentation. Connect to Aurora by

clicking on the Login button.
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3) Here’s a brief explanation of WinSCP panel. I prefer the commander view, with the local folders
on the left and the remote folders on the right.

E Documents - pflorido@aurora.lunarc.lu.se - WinSCP

Operations on

[ pilorido@auroralunarcluse X B New Session

Local Mark Files Commands Session Options Remote Help

transfers and connections

Operations on

files

[5 My documents ~ + 5 ~ T idm o2 % pflorido = 5 = < 2 2 [ Find Files | T
@ Upload ~ L’ edit -~ ¥ [/ Properties | [ New - £ New -
C._’\Users\pflolido\DocumenK\ /home/pflorido/
Name h Size Type Changed Name h Size Changed Rights Owner
. Parent directory 8/16/2021 6.07:11 PM . 8/31/2021 10:01:02 AM TWXT-XT=X root
Trash-6312 File folder 8/16/2021 6:03:07 PM alexek 5/26/2021 10:36:52 AM TWXT=XT=X pflorido
Custom Office Templa... File folder 1/19/2020 3:01:03 PM ALICE 6/17/2016 11:19:.01 AM TWXF-X=== pflorido
Qutlook Files File folder 6/22/2021 3.02:41 PM ATLAS 4/13/2017 1:39:12PM TWXT=XT=X. pflorido
priv File folder 8/31/2021 1:53:29 PM bin 2/20/2019 4:30:32 PM TWXT=XT=X pflorido
prov File folder 1/19/2020 3:02:19 PM conda 3/13/2019 5:38:53 PM TWXT-XT-X pflorido
Remote Assistance Lo. File folder 7/15/2020 12:58:05 AM Desktop 8/19/2021 7:48:01 PM TWXT-XT-X pflorido
= SynologyDrive File folder 3/23/2020 11:45:24 PM Documents 7/2/2021 3:06:50 PM WX -XT-X pflorido
Zoom File folder 9/11/2020 3:15:31 PM Downloads 8/20/2021 7:21:01 PM TWXT-XT-X pflorido
X’mnflg xlaunch‘ 1KB XLaunch Configura.. 9/2/2020 8:11:17 AM erictest 12/11/2018 3:40:18 PM TWXT-XT-X pflorido
@ eng_200318_template.. 49 KB Microsoft Word Do... 3/24/2020 1:48:27 PM fillquota 8/29/2017 9:57:26 AM TWXI-XT-X pflorido
@ eng_200318_template.. 84 KB Microsoft Word Do... 3/24/2020 2:16:01 PM Idmx-sw 7/1/2019 6:23:47 PM TWXI-XT-X pflorido
|&] FitSMtestresult.png 142 KB PNG File 3/26/2021 3:06:49 PM Lenetests 10/30/2018 11:11:04 AM TWXI-XT-X pflorido
|&] installoffice.png 12 KB PNG File 3/26/2021 11:12:21 PM miniconda2 3/13/2019 4:11:44 PM TWXI-XT-X pflorido
[+ inventering2020.pdf 569 KB _Adobe Acrobat Do.. 11/6/2020 4:39:04 PM Music 7/2/2021 3:06:50 PM TWXT-XT-X pflorido
F .1 ft Excel Wo... 11/6/2020 4:35:08 PM mycerts "
1es on your ument 8/16/2021 6:06:47 PM Pictures 772 .
L sris20et o417 P pubic | Files on Aurora
ComPUter pythontests 10/
Lugodientven 5/8/2000 95347 AM TS pioido ]
nicinteste £/12/201R 2-24-18 DM nwr-wroy. nflaridn
0B of895KBin0of 17 Shidden 0Bof1.64GBin0of 113 40 hidden
SFTP-3 0:01:48

4) Create a new folder called MNXBO1-2022 in your Lunarc home (right panel) as in the pictures
below (the picture refers to 2021, but please change to the current year) and press OK:

100¢

5) To transfer the created file winscptest. txt:

5.1) navigate to your computers’ Desktop\MNXBO01 folder on the left panel,

5.2) navigate to the newly created MNXB01-2022 folder on Aurora (right panel)

11

"B, pflorido - pflorido@aurora.lunarcluse - WinSCP - X
Local Mark Files Commands Session Qptions Remote Help
[ & (3 synchronize M GF &F & 7 Queue ~ - Transfer Settings Default - @~
& pflorido@aurora.lunarcluse X [ New Session
M Desctop CB-E e BE0d|% pfiorido (5 <[+ 4=+ D@D 0E B Findfiles | T Create folder
S New~ [+ -/ W] £ Download ~ X L7 [ Properties |E5 New ~|-[+] - [V]
C:\Users\pflorido\Desktop\MNXBOT\ - |3 Fie..  snirrs | New folder name:
Name Size Type Changed Name Size Changed |1 Directory..  F7 »IMNXBUI-ZUZIl
L. Parentdirectory  8/31/2021 129:41 PM L #/31/2021 104 (61 Link.  AIt=F6 | Cyeate directory (FT)
| winscptestxt 0KB TextDocument — 8/31/2021 129:37 PM alexek SRE2021 103652 AN WA | etory TS
ALICE 6/17/2016 111901 AM vtk | 0
ATLAS 4/13/201713912PM  waxrx pflorido [ set permissions
bin 2/20/201943032PM  mxrxex  pflorido
conda 3/13/201953853PM  mxrxex  pflorido R W Set UDD
Desktop 8/19/202174801PM  mxrxex  pflorido
Documents 7/2/2021 30650 PM wxrxr-x  pflorido R w Set GID
Downloads 8/20/2021 7:21:01 PM PWXF-XF-X pflorido
erictest 12/11/2018 3:40:18 PM WXF-XT-X pflorido R w Sti Ck‘," bit
fillquota 8/29/201795726AM  mwxrxex  pflorido
Idmx-sw 7/1/2019 62347 PM wxrex  pflorido 0755
Lenetests 10/30/2018 111104 AM  rwxrxrx  pfiorido
miniconda2 3/13/201941144PM  wxrxex  pflorido ] )
Music 7/2/2021 306:50 PM waxx  pfiorido [[Juse same settings next time
mycerts 7/1/2020 60241 PM [ — pflorido
Pictures 7/2/2021 30650 PM wxrex  pflorido
Public 7/2/2021 30650 PM mwxrex  pflorido
pythontests 10/4/201863221PM  mwxxx  pflorido fuiE L2
rucio-client-venv 5/8/2020 95347 AM mwxrxex  pflorido
rucintests A/13/2018 22418 PM rwr-yr-y. nfloridn e
0Bof0Bin0of 1 0Bof1.64GBin0of 113 40 hidden
a SFTP-3 0:0413




3.Connecting to Lunarc Aurora Cluster

5.3) Drag and drop the winscptest.txt file from the left to the right panel. Accept the upload panel by

pressing OK.

]
Local Mark Files Commands Session Options Remote Help
G2l % S Synchronize | Sl @ 5a] @ Queue - - Transfer Settings Default - @ -
3 pflorido@auroralunarcluse X @ New Session
I Desktop e SREAT--RES MNXB01-2 ~ (2 ~ [ ~ ~ = ~ A @ & | &\ Find Files | T
@ Upload = D Edit ~ x Ef Properties ﬁ New ~ IE‘ Ii? New ~
Ci\Users\pflorido\Desktop\MNXBOT\ /home/pflorido/MNXB01-2021/
Name - Size Type Changed Name Size Changed Rights Owner
. Parent directory 8/31/2021 1:29:41 PM . 8/31/2021 1.42:.08 PM TWXT-X--- pflorido
|| winscptest.txt 0KB Text Docur Upload ? X
=, Upload file 'winscptest.tt' to remote directory:
g florido/MNXB01-2021/* “ ‘
Transfer settings
Transfer type: Binary
[ ransfer in background (add to transfer queue)
Transfer settings... - Cancel Help
Do not show this dialog box again
0Bof0OBin1of1 0Bof0Bin0Oof0
SFTP-3 0:01:44
6) The final result should look like this:
"B, MNXBO01 - pflorido@auroralunarcluse - WinSCP - [m] X
Local Mark Files Commands Session Options Remote Help
3] % S Synchronize [l @ =a) (5 Queue ~ - Transfer Settings Default < @' <
[ pflorido@auroralunarcluse X [ New Session
I Desktop -BE-E-ie- B0 %= MNXBO1-2 ~ [~ [F] ~ ~ €= ~ 0@ B Fndfles 5o
@ Upload - D’ Edit ~ x E; Properties ﬁ’ New - ﬁl New -
C\Users\pflorido\Desktop\MNXBO1\ /home/pflorido/MNXB01-2021/
Name : Size Type Changed Name - Size Changed Rights Owner
L Parent directory 8/31/2021 1:29:41 PM £ . 8/31/2021 1:42:.08 PM TWXr-X--- pflorido
ijinscptestm 0KB Text Document 8/31/2021 1:29:37 PM D winscptest.txt 0KB 8/31/2021 1:29:37 PM w-r--r-- pflorido
0Bof0Bin0of1 0Bof0BinOof1
SFTP-3 0:03:16

Illustration 2: Final result of a sample WinSCP copy
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3.Connecting to Lunarc Aurora Cluster

3.3.2 Filezilla

FileZilla is an open source FTP client that can also do SFTP transfers based on SSH. It is
considered less secure than WinSCP, but it’s currently maintained and it runs on all operating
systems, so I present it here as an alternative for MacOSX and Linux. Moreover their default
installer sometimes contains unwanted software, so please follow the instructions I provide below to
avoid that.

FileZilla is available for most Linux distributions directly from the distribution repository. Follow
your favorite distribution instructions to download it if you’re using Linux.

For Windows and Apple you can download FileZilla from their official page at this link. Use only
this link, other links on other pages or even their homepage sometimes contain unwanted software
for sponsoring purposes.

https://filezilla-project.org/download.php?show_all=1

In most cases you need the 64 bit version.

On modern Apple computers with ARM M1 processors, the system will ask you to install the
“Rosetta” compatibility layer to be able to run Intel x86 code. Say yes to such request. At the
moment there is no Fllezilla compiled for M1.

1) Create a folder MNXBO01 on the Desktop of your computer. Enter the folder and create a
filezillatest. txt file. See also step 1 section 3.3.1

13
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3.Connecting to Lunarc Aurora Cluster

2) Configure FileZilla for Aurora. Click on the servers icon .- and add a connection to Aurora as

shown in the picture. Selecte SFTP protocol and make sure to choose Logon Type: Interactive as it
is required for the 2FA OTP step. When done click on Connect, then enter your username, password
and OTP when requested, as in the normal Aurora login steps.

Site Manager s
Select entry: General Advanced Transfer Settings Charset
= My Sites Protocol: SFTP - SSH File Transfer Protocol ™
B aurora
! teddi Host: aurora.lunarc.lu.se ‘ Port: | |
! tjatte
Logon Type: |Interactive >
User:
Background color: |None 7
Comments:
New site New folder
New Bookmark Rename
Delete Duplicate

3) Brief explanation of the FileZilla interface:

E aurora - sftpy//pflorido®@aurora.lunarclu.se - FileZilla - ] X
File Edit View Transfer Server Bookmarks Help transfer management
113 = e | ™ f = = S|
| B = okO L Tase g
| | | and options
Host: Username: Password: [ Bort | I | Quickconnect |v
Status:  Directory listing of "/home/pflorido” successful ~
Status:  Retrieving directory listing of "/home/pflorido”... .
Status:  Listing directory /home/pflarido ConneCtlon logs
Status: _Directory listing of "/home/pflorido” successful
Local site: ‘ C\Users\pflorido\Desktop\MNXBO 1\ ~ §l Remote site: | /home/pflorido
: MNXBO1 ~Ae?y
- ownCloud = ? home
H [~ programming4science2018 - pflorido
; = Documents
- =& Downloads
: \ Favorites
IntelGraphicsProfiles
# Links ©
Filename - Filename - Filesize Filetype
\j filezillatest.txt .alien File folc
\j winscptest.ixt .alrb File folc
.arc File folc
.byobu File folc
.cache File folc
] .conda
Files on o
' Files on Aurora
your computer aous
.emacs.d
I < > ¢ > I
2 files. Total size: 0 bytes 94 files and 59 directories. Total size: 1,763,253,255 bytes
Server/Local file Direc.. Remote file Size Priority Status I

transfer queue for
Queued files | Failed transfers | Successful transfers tranSfeITiIlg many fi].es
J

D@ Queue: empty e
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3.Connecting to Lunarc Aurora Cluster

4) Create a new folder called MNXBO1-2022 on Aurora by right-clicking anywhere on the right
panel, as shown in the picture below (the pictures may show 2021 but please change to the current
year); then insert the name of the folder when the dialog appears. Then click Ok. In some cases the
system may ask to login again, as it disconnects to save bandwidth. Double click on the folder you
just created to enter it.

E aurora - sftp://pflorido@aurora.lunarc.lu.se - FileZilla — O X
File Edit View Transfer Server Bookmarks Help
113 = (== -— | = = 5
G- B = QRO |Taocsk
Host: l:l Username: l:l Password: ‘ ‘ Port: | | Quickconnect |v
7\Status:  Directory listing of "/home/pflorido” successful ~
Status:  Retrieving directory listing of "/home/pflorido”...
Status:  Listing directory /home/pflorido
‘ Status:  Directory listing of "/home/pflorido” successful v
] Local site: | CA\Users\pflorido\Desktop\MNXBO 1 ~ | Remote site: | /home/pflorido w
i MNXEO1 ~le-?y
1 -8 ownCloud = ? home
[+~ programming4science2018 - | pflorido
[ & Documents
J (-4 Downloads
[~ &4 Favorites
) IntelGraphicsProfiles
- @ Links o
Filename - Filename - Filesize Filetype
. e N ™ . oo
=l filezillatest.txt .alien §
_— Add files to queue
=] winscptest.txt .alrb
View/Edit
arc
4 TR Create directory
Create directory = Create directory and enter it
Create new file
Please enter the name of the directory which should be Refresh
created: Delete
/home/pflorido/MMNXB01-2021 nane
< Copy URL(s) to clipboard
2 files. Total size: 0 bytes ¥63,253,25, File permissions...
Server/Local file Direc.. Remaote file OK Cancel
Queued files | Failed transfers = Successful transfers
) @ Queue: empty 9e
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3.Connecting to Lunarc Aurora Cluster

5) Navigate to the folder MNXBO1 on your local computer files (the left panel), the one with the
filezillatest. txt file. To transfer the file to Aurora, drag and drop it from the left panel to

the right.

You will be asked again for login and OTP.

B sttpy//pflorido@auror..

Al leardl mflarida M

Trmrna Imflarvida IARYD
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E aurora - sftp://pflorido@aurora.lunarc.lu.se - FileZilla O X
File Edit View Transfer Server Bookmarks Help
P =N b 1L = = 3
] = RO I TAes
Host: l:l Username: I:I Password: | | Port: | ‘ Quickconnect |v
Status:  Listing directory /home/pflorido/MNXB01-2021 ~
Status:  Directory listing of "/home/pflorido/MNXB01-2021" successful
Status:  Connecting to aurora.lunarc.luse...
Status:  Using username “pflorido”. o
Local site: | CA\Users\pflorido\Desktop\MNXB01\ ~ | Remote site: | /home/pflorido/MNXB01-2021 ~
MNXBO1 ~ 7 Documents ~
nownCIoud e et
W programming4science2018 | Enter password Pas
-E D t:
g Dg\f\tinrro‘eandz Please enter a password for this server:
[ ) Favorites Name: aurora
IntelGraphicsProfiles Host:  aurora.lunarc.lu.se
- Links User: pflorido P1 >
Fil : 1 Filesize Fil
ilename Challenge: ilesize Filetype
e SS5H server authentication
fl'_ﬁ‘ﬂ"ﬁte-‘*tm —_ Password: Empty directory listing
E winscpastsc ————
'-\ =
Iy
Drag and drop
QK Cancel
Selected 1 file. Total size: 0 bytes Empty directory.
Server/Local file Direc.. Remote file Size Priority Status 2




3.Connecting to Lunarc Aurora Cluster

6) If the transfer has completed successfully, it should look like in the picture below.

E aurora - sftp://pflorido@aurora.lunarc.luse - FileZilla — ] X
Fi Edit View Transfer Server Bookmarks Help
11] Sl ol IE A o] = = 5
e = oROLITAS
Host: |:| Username: I:l Password: ‘ | Port: ‘ ‘ Quickconnect |+
Status:  File transfer successful, transferred 0 bytes in 1 second ~
Status: Retrieving directory listing of “/home/pflorido/MNXB01-2021"...
Status:  Listing directory /home/pflorido/MNXB01-2021
Status: Directory listing of "/home/pflorido/MNXB01-2021" successful -
Local site: | C\Users\pflorido\Desktop\MNXBO 1Y ~ | Remote site: | fhome/pflorido/MNXB01-2021 v
MNXBO1 ~ 7 Documents ~
B owncCloud ? Downloads
programming4science2018 7 erictest
Documents 7 fillquota
4 Downloads ? Idmx-sw
, Favorites ? Lenetests
IntelGraphicsProfiles 7 miniconda2
# Links oo MNXB01-2021 )

F

Filesize Filetype

Filename Filename
[E| filezillatest.tct El filezillatest.txt 0 Text Doc.
D winscptest.txt
Selected 1 file, Total size: 0 bytes 1 file. Total size: 0 bytes
Server/Local file Direc.. Remote file Size Priority Status
! sftpy//pflorido@auror...
C\Users\pflorido\D... --»  fhome/pflorido/MNXB.. 0 Norm..
-[ Queued files (1) j Failed transfers j Successful transfers (1) I
’i @ Queue: empty 1]

Illustration 3: Final result of a file transfer via FileZilla
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4.Tools on the HPC desktop

4. Tools on the HPC desktop

There are a couple of applications that will be used intensively during the course and that you must
learn how to start/stop/interact with.

4.1 Overview of the graphical environment

The HPC desktop graphical environment is one of the many graphical environment available for
Linux. This one is based on the window manager called MATE [MATE]. It is supposedly intuitive
to use, however to make your life easier we will describe some of its features and handy keyboard
shortcuts. It works pretty much like Windows or MacOS.

— On the top left you can see the Menu
@ Applications Places System = @ bar. Applications contains programs,
Places allows you to browse the files on

the cluster, System allows you to logout.
The other icons will be described later, the round one is the Firefox internet browser.

EN ‘Iﬂ"‘:: Thu Aug 19, 19:05 On t}'le top rlght you ce.m see the Icon tray. It contains date
and time and information about the language. You can
change the language if you wish but I do not recommend it.

On the lower left you can see the Desktop button . It brings you back to the desktop
view when you click once, and back to your open apps when you click a second time.

- On the lower right you can see the workspace selector . You

have 4 desktops where you can spread you apps. By clicking on
the rectangles you switch workspace. You can move apps around
workspaces by right-clicking on the top of the app window.

4.1.1 Mouse actions and Shortcuts

When you are working on some program that program is said to be in focus in the graphical
environment. The keyboard strokes will be received by the program in focus.

Visual objects you can interact with are icons, buttons, windows... pretty much everything you
mouse pointer can reach.

: One left click on a visual object selects that visual object.

2x : Double left click on a visual object performs the default action for that object.

: Right click on an any visual object shows a list of possible actions for that object.

MacOS pointer systems have only one button therefore they have special ways to simulate the right
click. It may involve using two fingers or pressing the special key (s8] together with the left click. It
depends on the operating system version and I cannot give an exhaustive list here.
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The following keyboard shortcuts apply to all applications windows:
(5 J(ALT+TAB) : Cycle focus of open windows/apps, switches from one app to the other
: Close the application currently in focus

4.2 The terminal

The terminal is the most useful tool in the Unix/Linux world and it is becoming more and more
common also for advanced Windows and Apple users.

It is an application that emulates old school text only interfaces, in which the user interacts with the
computer by typing commands. Commands are special keywords or small applications with a
simple purpose. Combining them together allows the user to make the computer do more and more
complex tasks.

On the HPC desktop you can open the terminal by clicking the terminal icon on the top bar
on the left

The picture below shows some commands. A list of common commands is in section 5 and you will
exercise with some of them in one of the tutorials.

To execute commands like 1s or whoami in the examples below,
type the command and then press (the Enter key)
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4.Tools on the HPC desktop

Mate Terminal w) (o) (X

File Edit View Search Terminal Help

-MW-IW-r-- pflorido hep 8
pflorido hep 40896

pflorido hep 63

=L

pflorido hep 115

pflorido sto ldmx simulations 218

pflorido hep 32768

pflorido hep 4096

pflorido hep 4096

pflorido hep 85 2019 #tests.txt#
pflorido hep 95 2019 tests.txt
pflorido hep 94 2019 tests.txt~
pflorido hep 4096 ' 2018

pflorido hep 45 17:59
inlinc/sessions/pflorido/21/drives

(¥, QO Sy py—

“TW-T--T--
“MW-T--T--

T W e

= fvar/opt/t
drwxr-xr-x 3 pflorido hep 4096
¥ 2 pflorido hep 4096

2 pflorido hep 4096

[pflorido@aurcra-rvizel ~]% 1s Desktop/
whatislove.txt

[pflorido@aurora-rvizel ~]% whoami
pflorido

[pflorido@aurora-rvizel ~]% l

You can close a terminal by typing the command exit or by closing the window.

4.2.1 Shortcuts

You can select text by using your mouse and the left button.

(+)(Ctrl+plus): Increase font (characters) size
(-](Ctrl+minus): Decrease font (characters) size
(0](Ctrl+zero): Reset font (characters) size to default

(c)(Ctrl+Shift+c) or @@: Copy selected text
(¢ J(v](Ctrl+Shift+v) or @: Paste selected text

(¢ ](n](Ctrl+Shift+n): Open a new terminal in a new window
(t](Ctrl+Shift+t): Open a new terminal in a new tab

(Ctrl_](Paget] or [Ctrl_][Pagel]: Cycle focus of open tabs

The following shortcuts behavior depends on the shell program. These below work mostly for bash.

TAB key. This beautiful key in Linux helps you autocompleting a command. Start typing a
command and hit (5 ]JTAB to autocomplete. When hit without writing any command, it searches
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through the files in the current directory. In some special cases it is even smart enough to select only
the files that a certain command works on.

Go to the beginning of the current line

Go to the end of the current line

Move left or right on the current line

Up/Down arrows: scroll the history of commands you typed. Up goes back in history.
Switch insert/edit mode, it works the same as in most editors including microsoft word.
—1, Work pretty much like in any other editor:

deletes characters on the left of the cursor
removes characters at the right of the cursor.

is a special key in the terminal. It is usually represented in documentation with a caret symbol
~. It is used to send special characters to the terminal that have special meanings.
Here I will just mention the most notable ones that you have to memorize.

: Usually represented as C . Sends a SIGINT system signal to the current application in
foreground. This signal tells the system kernel to terminate gracefully the current application.
NOTE: this is NOT used to copy text in the terminal!

: Usually represented as AZ . Sends a SIGSTP system signal to the current application in
foreground. This signal tells the system kernel to SUSPEND the execution of the current
application and return the I/O control to the terminal. NOTE: this is NOT used to undo changes
in the terminal!

(d] : Usually represented as D . Sends the EOF (End Of File) character. This character is
usually contained at the end of each file. When pressed on the command line, it is interpreted by the
terminal as ”stop sending further data” and therefore as a wish to logout and terminate the current
SSH connection. Be careful when you use it: it may log you out of the shell and terminal
window!
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4.3 The file browser (Caja)

The file browser is used to graphically browse the files present on the cluster.

It is recommended that you read the section A.2 The Linux Filesystem if you’re completely new to
filesystems and their concepts. These concepts will be also presented in one of the tutorials.

You can open the filebrowser by clicking on Places or the filebrowser icon [=] in the menu bar.

Clicking on any of the following icons on the desktop brings you to special places in the directory
tree:

= View all connected devices. Doesn’t make much sense on a cluster.

prm—

Computer

Your home folder. This is the place where all your files are.

pflorido’s Home

Trashcan. This is where the deleted files go.
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Here’s some highlights about the file browser window:

Shows the unix
absolute path to the current folder

Shows the content of
your home folder

File Edit View Go Bookmarks Help

Back ¥ Forward v > @

Tree v X

0 e olde
» || File System
» (3 Trash

pflorido

(& B o) 100% (%) lcon View LQ Y

I Location: |,‘h0mefpﬂ0rido

(D,
@
>
o
o
b
=
[m]
m

"
UI
BN

skt

o
-

]
@| "H
<Y ¢
<..|. E‘z_
1)
g

Documents Downloads

o
[

=
o
=
=]
o
=3

mix- Lenetests

| x
L]
=

;El
h
3

i]
i
14
=1
4

A

(©)

I
7

111 items, Free space: 253.1 TB

the files in the
folder described
in Location

To create new folders, files and do other operations, right click on any white space between files in
the file browser widow or on the desktop. You can also open a terminal in the current filebrowser

path.

File Edit View Go Bookmarks Help

pflorido X

4o Back v Forward v @ @ (& g =/ 100% |2 |lcon View 2 Q

Tree vy X Location: |,‘h0mefpﬂ0rido

7 Home Folder

v | File System

» 3 bin alexek ALICE
» [Jboot E Create Folder
" cgroup | Create Document -
, B ;
ccipmon bin Open in Terminal Desktop
4 cvmfs .
= Arrange ltems .
o -
- Organize by Name
» Betc Documents N erictest
» Eopfs o
v home ﬁ |2 Zoom In ﬁ
» |=| Zoom Out
i ae224xa fillquota 2 Normal S Lenetests
» B aake (1) Normal Size
» [ aascott ﬁ |4l Properties ﬁ
» F7abbh o e
miniconda2 Music mycerts
» [ ad3021gu
[ —— _—— v
» 7 adalb v 111 items, Free space: 253.1 TB

]

B
EEHE

! |
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You can have a look at the whole frontend filesystem by clicking on such word in the left panel. For
example in the picture below I expanded the filesystem tree by clicking on the small triangle on the
left to navigate until the place where all users home folders are. You can see my home folder
highlighted among the others. You should see yours if you do the same. The X icon on other
people’s folders indicate that you do not own that folder and in some cases you cannot browse them.

File Edit View Go Bookmarks Help

(4o Back v Forward S @ (& H | 100% (2| Icon View 11Q

Tree Location: |fhome
N » & Home Folder \—J
Click on D File System perivar
small triangle > B3 bin

pv:
)
» [ cgroup peru

» ] common o

» [Jdev
> Ejetc petermeisrimel petermgn

w

petterb

* [Jgpfs

» 7 aa224xa
» [ aake

» [ aascott
» [ abbh

» E2ad3021gu peymano ph1781op
= 3 adalb v "pflorido” selected (containing 111 items), Free space: 253.1 TB

It may be useful to switch into list view, to order the files by size or date. To do so click on the
dropdown box marked below and select the view:

pflorido ¥) (&) (x
File Edit View Go Bookmarks Help

Tree v % Location: |/home/pflorido 7]
-"-. Name v Size Type Date Modified
v || File System e alexek ¢ Oitems: folder Wed 26 May 2021 10:36:52 AM CEST
» B3 bin » £ ALICE © 3items folder “Fri 17 Jun 2016 11:19:01 AM CEST
» EJboot » B ATLAS . 2items folder “Thu 13 Apr 2017 01:39:12 PM CEST
> [ cgroup » &3 bin . 3items folder ‘Wed 20 Feb 2019 04:30:32 PM CET
= [Jcommon » (77 conda 1 item  folder ‘Wed 13 Mar 2019 05:38:53 PM CET
> Bcvmfs » (&5 Desktop ~ litem folder “Thu 19 Aug 2021 07:48:01 PM CEST
> Bydev » (&) Documents . Oitems folder Fri 02 Jul 2021 03:06:50 PM CEST
" Bete » ) Downloads . litem folder Fri 20 Aug 2021 07:21:01 PM CEST
: iz:e » B erictest 0 items:folder :Tue 11 Dec 2018 03:40:18 PM CET
> B aa224xa 3 fillquota 1 item?folder ?Tue 29 Aug 2017 09:57:26 AM CEST
> B3 aske > ldmx-sw 23 items.folder .Mon 01 Jul 2019 06:23:47 PM CEST
» [ aascott > Lenetests 2 items;folder ;Tue 30 Oct 2018 11:11:04 AM CET
» [ abbh [ miniconda2 : 12 items: folder Wed 13 Mar 2019 04:11:44 PM CET
= [ ad3021gu > Music . 0items: folder :Fri 02 Jul 2021 03:06:50 PM CEST
> [ adalb » 111 items, Free space: 253.1 TB .
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Browsing through the View menu you can also make the hidden files visible.

pflorido
File Edit View Go Bookmarks Help
& Back | @ StoP B o) 50% (o List View 7
i p= = =
(& Reload Ctri+R . Q
acngsd| :
Tree e Location: |/home/pflorido
+ Side Pane Fo | v Size Type
v [ File S v Location Bar lexek - Oitems folder
» 3 bin| v Statusbar ILICE 3 items  folder
» Flboo Extra Pane F3rLAs 2 items  folder
(3 cgré  Reset View to Defaults in © 3items: folder
Il Show Hidden Files Ctri+H 1 | 1item.folder
> Bovm  visible Columns... lesktop . 1litem folder
s dev& Zoom In Ctrl++ Jocuments . 0items. folder
* [ et ; ] B
=) Zoom Out Ctri+- Jownloads : 1item: folder
» [ gpfs : v 3 +
;gp 1) Normal Size Ceri+0 b tast . Oitems: folder
v ort _— i
Icons Ceri+1 fiquota . 1item folder
> Ead, i ctri+2 | i
. ~ T dmx-sw - 23 items folder
Elea  compact ctri+3 | _—
» [E aascott ppeenetests i 2items: folder
» =5 abbh > £7) miniconda2 © 12items  folder
» F7ad3021gu 3 Music . 0items. folder
> [ adalb + Toggle the display of hidden files in the current window

4.3.1 Shortcuts

You can select one or multiple files by left clicking on the file or on the white space between files. A
marker will appear to show you the selection.

You can move files around by keeping the left button pressed after selecting them and moving
your mouse around.

[Del](Delete): Move selected file to trashcan
(¢ ](Del](Shift+Delete): Remove selected file forever. It will not go to the trashcan.

(n] : Open a new filebrowser window. By default it opens in your home folder.
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4.4 A simple text editor: Pluma

We decided to use Pluma as the main text editor for this course. A text editor is a tool to modify text
files, or files that contain text. This is basically all that you will do in this course, edit text files. So I
suggest you learn very well the basics of how this is done.

There is no icon to open pluma. The fastest is to open it manually from a terminal.

1. Open a terminal (see 4.2)

2. type:
plumas
pflo r'in:iu:::u:féiau IERIA RN ERGIULER NOTE: the ampersand & symbol is
R important!
Unsaved Document 1 - Pluma w) (~) (x

File Edit View Search Tools Documents Help

= QK

| ] Unsaved Documen ‘l
| file in current tab |

Save file in current tab

Open existing file

Create new file

Plain Text ¥+ Tab Width: 4 v Ln1, Col 1 INS

Illustration 4: The Pluma editor main window
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4.4.1 Editing and saving your first file
1. Open pluma (se above)

2. Type in some text in the white area

3. Click on Save . The program will open a file browser. The picture below is relative to my
files, yours might look very different.

Save As... x
Name: |myﬁr5tﬁ|e‘tx1j |
Save in folder: il (& pflorido |Create Fnlder|
Places Name v Size Modified -
Q, search alexek ' 05/26/2021 ‘ ‘
&) Recently Used ALICE 06/17/2016
pflorido ATLAS 04/13/2017
Desktop bin 02/20/2019
[ File system conda 03/13/2019
Desktop Yesterday at 19:48
Documents 07/02/2021
Downloads 07/02/2021
erictest 12/11/2018
F3fillquota 08/29/2017
ldmx-sw 07/01/2019
Lenetests 10/30/2018
miniconda?2 03/13/2019
[ Music é 07/02/2021 v
|AII Files - |
Character Encoding: | Current Locale (UTF-8) v | Line Ending: | Unix/Linux =
| @cancel | | & save |

3.1.  Select your home folder, in my case pflorido. You can identify it by a drawing of a
house on the folder icon.

3.2.  Inthe field Name, Type a filename, for example myfirstfile.txt .The
extension txt indicates to a human reader that this should be a text file.

3.3.  Notice the two dropdown menus Character Encoding and Line Ending. These are
part of the format of the file. We will discuss them later in the course. Leave them as is.

3.4. Click on Save

Now you can use the file browser described in section 4.3 to find the file you just created.
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4.4.2 More on opening existing files with Pluma

One can open Pluma and click on the open button as shown in illustration 4. But there are other

ways:

1) Graphical. One can right-click on a file that one wants to open and browse the available apps by
clicking on Open With — Other Application... . For example here I am trying to open the text file

whatislove. txt:

=7 Open With Pluma

Make Link
Rename...
Copy to
Move to

[ Move to Trash
(® Delete

Resize Icon...

€ Emacs Client
& gedit
|Z7 gedit Text Editor
|# Joe's Own Editor
|# Joe's Own Editor - EMACS Emulation
" |Z Joe's Own Editor - NANO/PICO Emulation

f |#] Joe's Own Editor - WordStar Emulation
“ Nedit
» Visual Studio Code

Other Application...

Compress...
= Send to...

|2 Properties

Then, select Pluma from the list of available applications. If you want to make Pluma the default
application to open a file format when you double left click on it, tick also the checkbox
“Remember this application for <file type here> files” as in the picture below.

Open With
Open whatislove.txt with:

?ﬁg GNU GV PostScript/PDF Viewer

G Google Chrome

«p Help

|-#] Joe's Own Editor

| 7] Joe's Own Editor - EMACS Emulation
IZ Joe's Own Editor - NANO/PICO Emulation
IZ Joe's Own Editor - WordStar Emulation
Y Nedit

&vme 3
[ Ot Creator

=i Theme Installer

Edit text files

P> Use a custom command

[ Remember this application for "plain text document” files

Remove | | @ cancel ||_ Open
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2) From the terminal. Open a terminal and write the command:
pluma___ J<path/to/file/filename.ext>_ &

For example, to open the file whatislove.txt which islocated on my Desktop, I ran from
my home folder:

pluma ./Desktop/whatislove.txt &

Mate Terminal ¥ () (X
File Edit View Search Terminal Help

[pflorido@aurora-rviz@2 ~]% pluma ./Desktop/whatislove.txt &

4.4.3 Shortcuts

You can always select some text with the left mouse button and right click on it to see what
operations you can do on such text.

Double left clicking on a word selects the word.
Triple left clicking selects a whole line.

(n] Open a new file in a new tab
Save the file in the current tab

Copy
Paste
Cut

Undo (cancels the latest edit)
Redo (restores the latest undone edit)
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4.4.4 Customizing Pluma for the course

In this section you will find instructions on how to configure the Pluma editor for the best coding
experience.

4.4.4.1 Create a menu shortcut for Pluma
1) Right click on an empty space in the panel next to existing apps icons

—
B @ © Add to Panel...

|| Properties

(& Delete This Panel

[ ¥ New Panel

+» Help
<> About Panels

2) Select “Custom Application Launcher” and click OK

Add to Panel X

Find an item to add to the panel:

Custom Application Launcher
Create a new launcher

3 ?Application Launcher...
- Copy a launcher from the applications menu

Battery Charge Monitor
:Monitor a laptop's remaining power

3 Brightness Applet
“w* : Adjusts Laptop panel brightness

Character Palette
“Insert characters

Clock
- Get the current time and date

‘Command
:Shows the output of a command

‘Connect to Server...
- Connect to a remote computer or shared disk

1 CPU Frequency Scaling Monitor
F . Monitor the CPU Frequency Scaling

+» Help 4 Back H 4 Add H ¥ Close
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3) Fill the dialog with the following information as in the picture:

URY d IUTILTIED 1T LTE SRR IibdLiliis e

Create Launcher x|
j _— Type: iApplication 4
A E Name: |Pluma |
; Command: |,fusr,l'bin,fpluma | Browse...
E Comment: |p|u ma editor |
; +x Help | ®@cancel || <70K |

At this point you can click OK.

Optional: If you do not like the (ugly) default icon ‘ ¥, you can change it later by right
clicking on the app launcher icon you just created and click on the icon picture, it will open
a file dialog to pick another image. I used the image at this path:
/usr/share/icons/HighContrast/scalable/apps/accessories-text-editor.svg

4) Now you can test the application launcher by clicking on the new icon.

[
EHEE N

Pluma
pluma editor

If when you click on it the Pluma editor does not come up, right click on the app launcher icon you
just created and make sure the fields are exactly like in the picture at step 3).
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4.4.4.2 Configure some pluma options that are useful for coding

There are a few useful feature that will help us coding so we should enable them.
1) Open the Pluma editor (for example by clicking on the icon created at 4.4.3.1)

2) From the menu Edit select Preferences

Unsaved Document 1 - Pluma x) (a) (x

File Edit View Search Tools Documents Help |

[ Paste Ctrl+v

|&] Select All Ctrl+A

Insert Date and Time...

& Preferences

3) I suggest you enable the following features:
- text wrapping

- Do not split words over two lines

- Display line numbers

- Highlight current line

- Highlight matching bracket

To do so check the tickboxes as in the picture below and then click OK.

Pluma Preferences x

J |View | Editor Font & Colors Plugins

Text Wrapping
[ Enable text wrapping

[ Do not split words over two lines

Line Numbers

[ Display line numbers

Current Line
[ Highlight current line

Right Margin

[] Display right margin

Right margin at column: [80
Bracket Matching

& Highlight matching bracket

1 «»Help * Close
|
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4) Optional: you can turn on the sidebar to browse open files or even files in the system without
using an external filebrowser. You can enable and disable it upon you needs from the View menu or

by pressing (F9).

it View Search Tools Documents H
jJTDDIbar
P

v Statusbar

Side Pane

Bottom Pane
Fullscreen

Highlight Mode
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5. Command Line Quick Reference

Whenever you forget something about command line and commands you should browse this
section. It should give you enough information to know what to do.

5.1 Command line syntax

This section describes how to type proper commands.
A command syntax usually looks like this:
command [-0|--option .. [options]| [parameterl .. parameterN]

A command is always separated from its options and parameters by a blank space | . Areas marked
as | above are spaces, one needs to press the spacebar key [ ] to separate the different
command parameters. Spaces are usually not visible, I am showing them here for the reader to get
used to them. They will not be shown in the rest of the course, you should make an effort to
distinguish between a command and its options or parameters instead of blindly copying what
you’re told to.

To execute the command one should press the enter key:

Square brackets [ ] and triple dots ... in the syntax above are usually not things one types when
issuing the command but they’re used to describe optional elements of the syntax.

Meanings:
[] : You may (or may not) include the content of the brackets [].
... : You may (or may not) type a list of elements separated by spaces

A parameter is usually the object on which the command will operate. Like an argument x of a
function f(x)

An option and it is generally used to modify the behavior of the command.
An option may or may not have a parameter itself depending on the cases, i.e. -0 optionparam

Here is an example based on the 1S command:
1s |[[OPTION].. [FILE]..

the Is command LiSts files. Gives information about files and directories.
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Example parameter(s):

Name of one or more FILES, in the example below, two files (two parameters), the first file does
not exist:

1sli/home/pflorido/afilefl~/.bashrc(]
ls: cannot access /home/pflorido/afile: No such file or directory
/home/pflorido/.bashrc

Example option:

Option without parameter: -1 means ”long listing”, gives more detail about a file

1s, -1 /nfs/users/pflorido/afile ~/.bashrck’]
1s: cannot access /nfs/users/pflorido/afile: No such file or directory
-rw-r----- . 1 pflorido hep 22 24 jan 2019 /nfs/users/pflorido/.bashrc

Example option with parameter: - -time-style=parameteroption
changes the style with which the date is shown

1s -1 —time-style=full-iso /home/pflorido ~/.bashrc
1s: cannot access /nfs/users/pflorido/afile: No such file or directory
SrW-r----- . 1 pflorido hep 22 2019-01-24 18:41:05.586189098 +0100 /home/pflorido/.bashrc

5.2 Terminology and special characters

Terminology:
* A string is any sequence of characters or symbols.

* Avariable value in a UNIX/Linux shell is anything prefixed by a $ sign (sometimes
referred as dollar, even if it’s not the exact symbol)
Example: $SHELL is the content (value) of the variable called SHELL , that contains the
name of your default shell app.

* standard input is whatever one writes in the terminal using a keyboard.
* standard output is whatever one can see on the terminal.

* standard error is a channel where errors are shown. Usually it is redirected to the terminal
standard output so that the user can see the error.

Special characters:

& : (ampersand) when placed at the end of a command, sends a command directly in the
background

~ : shortcut, path to your home folder
Example:

ls ~

shows content of your home folder
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$ : variable symbol
Example:

echo $SHELL

tells you the name of your default shell

| > < redirect command output. See Balazs lecture for details.
Example:
echo /etc/services | grep ftp > ~/extractfromservices.txt
The above:
1. echo prints the content of /etc/services on the terminal standard output
2. the pipe | captures all that should have gone to the standard output and passes it to the
program on its right side
3. grep obtains from the pipe the content of /etc/services and searches for the string
”ftp”, prints the results of its findings on the terminal standard output
4. the right bracket > captures all the result of grep and instead of printing it on the terminal,
writes them in a file called extractfromservices. txt in your home folder (~).
5.3 Useful commands

pwd : print working directory, shows your home folder absolute path

Ls [path] : list directory contents at given path

cd [path] : change directory to the given path, used to move around directories
wget [URL] :www get, download files from the internet at given URL

file [filename] :shows information about file
Example: file -i /etc/services

head [filename] : show the first n lines of a file
Example: head -nl0 /etc/services

tail [filename] : show the last n lines of a file
Example: tail -nl0 /etc/services

less [filename] : interactive file reader, exit by pressing ”q”, move around with
arTows
Example: less /etc/services

touch [filename] : change the time a filename was accessed. Can be used to create
files.
Example: touch ~/myfile
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rm [filename] : remove files
Example: rm  ~/myfile

rmdir [path] : remove directory at path, only when it’s empty.
Example: rmdir /emptydir

exit : exit a shell

echo [string]..[variable] : print out a string or the content of a variable
Example: echo $SHELL

grep [pattern] [filename] : search for the string pattern in filename and
return the line that contains it
Example: grep ftp /etc/services

tar [options...][f tarball] [files..] : compress/extract files into/from a
tarball. the different actions depend on the options.
Examples:

© Compress:
tar cvf mytarball.tar filel file2 file3: compresses filel
file2 file3intoamytarball.tar archive

© Extract:
tar xvf mytarball.tar : extracts the contents of mytarball.tar into the current
directory

clear : cleanses up the terminal contents

reset : restores the terminal in the default state. This is useful when the terminal behaves
in weird ways due to inserting strange characters.

jobs : list jobs in background.
fg : brings the latest job that was in background to foreground.

bg : send a currently suspended job in the background and keep running it.
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A. Advanced topics

In this section there are a few things that we do not consider so important for the course but you
might find interesting to try.

A.l. Sharing files live between your computer and Aurora
using the ThinLinc client

DISCLAIMER: NOT RECOMMENDED. The preferred way to transfer data to a cluster is with a
standalone program as explained in section 3.3.

The method described here makes it easy to see selected folders on your desktop on the Aurora
cluster. While this is a very nice and practical feature, I do not recommend it. It gives a false
feeling that one can seamlessly modify files on your computer from Aurora. The problem is that this
is extremely inefficient and error prone, that is, it happened to me several times that the HPC
desktop could not save these files or had troubles synchronizing them between the two machines.
Moreover, it is safe only if you use exactly the same computer to connect: if you use more than one
computer I had several problems with unexpected issues, some described later.

If you are using multiple device of need to transfer big files, You should definitely follow the
instructions in section 3.3 instead.

However there is one case where it is very useful, and it is when you want to edit the files you want
to send to Aurora from your own computer, maybe with your favorite editor. Since it is a useful
feature and maybe it gets better in the future, I explain it here.

To setup folder sharing, logout from Aurora and close the ThinLinc app. This operation cannot be
done while the app is running and it may not work if you have existing open sessions.

The instructions below are Windows 10 only, but the feature should work on both Mac and Linux.

1) Create a folder MNXBO1 on the Desktop of your computer

& Intel® Graphics Settings
New > Folder

B3 Display settings & Shortcut

& Personalize Microsoft Access Database
&] Bitmap image
{15 Microsoft Word Document
Microsoft Access Database

MNXBO1

[&] OpenDocument teckning

@) Microsoft PowerPoint Presentation

@ Microsoft Publisher Document
Text Document

B Microsoft Excel Worksheet
Compressed (zipped) Folder
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2) Open the ThinLinc app and choose “Advanced”, then click on “Options”

[N ThinLinc Client

Lendin’

ThII'ILII'Il: i UGEJ?G :ESJE
Server: 'laurora.lunarc.lu.se J
Username: [| ]
‘ | |End existing session |

==

Enter username and password to connect.

3) Navigate to the “Local Devices” tab. Tick “Drives” as shown in the picture below, and then click
on “Details”

ThinLinc Client Options

Option: ‘ Local Devices creen‘ Optimizutiun‘ Security‘

Export Local Resources

[] erial Ports
(_petais... ]
(v Printer

lv|Smart Card Readers

Cancel l [ oK s
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4) There might be weird things in the details page. Usually a not well defined “d” folder which you
may delete. In this example below I decided to remove all pre-configured shares and add only the

MNXBO01 folder. Click on “Add”

Export Local Drives

Exported Paths and Permissions

Add \

‘ Cancel ] I

oK /‘

5) Select the MNXBO1 folder by clicking on the [...] button and using the filebrowser to find the
folder. Your windows Desktop is usually located in C:\Users\yourusername\Desktop.

Once you found the folder, click OK.

E Select exported directory m} X
‘ All Files (*) s ] ‘?avon'tes +
c Add to Favorites  Alt+A
’ Manage Favorites Alt+M
My Computer Alt+F
C:/Users/pflorido  Alt+H
( )
Filename:
I oK 7 Cancel ]
ﬁ Select exported directory O X

‘AII Files (*) S ] IFavon‘tes

ol
LubuntuVM/

ownCloud/
programming4science2018/

MNXB01/

! 1 1 L 1

Filename: | C:/Users/pflorido/Desktop/MNXB01

40

5 Select exported directory O XK

‘ All Files (*) s ] [Favon'tes

o B
VirtualBox/

.docker/

.ssh/

3D Objects/ -
AppData/

Contacts/

Cookies/

Documents/

Downloads/

Favorites/

<]

! 1 1 L
Filename: | C:/Users/pflorido/Desktop

oK | Cancel
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6) Select “Read and Write” as permission if you want to be able to modify the files in Aurora. Click
OK.

Export Local Drives ‘

ported Paths and Permissions
s\pflorido\Deskt

Read and Write

Remove ] | Add l

Drive Options
Exported Path
C:\Users\pflorido\Desktop\MNXBO1\ ‘ ‘

My Documents

|Read and Write 3

|}
| cancel ]II oK - I
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7) Login to Aurora as usual. Once in the HPC desktop, you should be able to see your shared
folders in your home in the special folder thindrives, at the path ~/thindrives/ :

s pflorido@aurora-wiz01 - Thinline Client - ] X

15) Applications Places System [=| - [°% E\ EN ¢f)) Thu Aug 26, 19:50

thindrives
File Edit View Go Bookmarks Help

: Back v & = o) 100% o) |Icon View
pfiorido’s Home = 8 < e =

< L aina aw A
St > [ Lenetests E

» [J miniconda2

» @@ Music

> [ mycerts

> [ Pictures

» [&5 Public

» (3 pythontests

» B rucio-client-venv

» [ ruciotests

» [J singularity

» [ snic2020-6-83

> Bsrc

» [ Templates

» [Jtestalex

> [Jtestfarm

» Ejtestlene

» [tests

ﬁ Tree x Location: |/home/pflorido/thindrives

v 1item, Free space: 97.3 GB

B | [ thindrives 1

Warning: Pluma and some other applications does not seem to work well with this feature. After
editing a file, when trying to save, I always got this:

{5 pflorido@aurora-rviz01 - Thinlinc Client - o x

19) Applications Places System = ‘ S EN «}) Thu Aug 26, 19:52

*test (~/thindrives/MNXBO1) - Pluma
File Edit View Search Tools Documents Help

. || Ex0pen v
—r y
o .. % | @ test _
- : i © < & ™ - 100% (o) Icon View s I
pflorido’s Home: —
s A Location: |/homejpflorido/thindrives/MNXBO1
[ocarce |
1save test] .

whatislove.txt

Computer

Plain Text v Tab Width: 4 v Ln 1, Col 10 INS
TEytest

» EJtF2017
v [ thindrives
@ MNXBO1 J . “test" selected (0 bytes), Free space: 99.5 GB

B £ MNXBol (7 *test (~/thindrives/MN...

However, editing/saving with a command line editor (Vim, Emacs...) always worked.

42



A.Advanced topics

A.2. The Linux Filesystem

The linux filesystem is organized as a tree of folders or directories. The so-called "root” of the tree
(that has nothing to do with the root user!) is identified by a slash symbol /

Directories, or folders, containing files can be described as ”paths” on the tree. Every folder is
separated by a slash symbol.

For your convenience, a picture with the different folders and their common purposes is provided
below (source: [tdgLFS]):

i

Your home folder is where your personal files are, normally, this is located at the path
/home/yourusername or /home/yourusername/

The trailing slash / at the end of the path it is sometimes optional, but it’s always better to add it
to show you are referring to a folder.

These paths are called absolute because they show a direct way to reach a folder starting from the
root /.

At any point while in the terminal or in the filebrowser your user will be in a current directory.
The current directory is usually identified by a single dot: . or ./

The parent directory in the tree hierarchy is identified by double dots: . . or . ./
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For example is my user current folder is my home folder with absolute path /home/pflorido:
e ./ points at the absolute path /home/pflorido
* ../ points at the absolute path /home

Relative paths, discussed in Tutorial 2, are those who make use of the dot and double dots.
Sometimes these symbols are implicit. For example, if my current folder is /home/pflorido/,
my Desktop folder with absolute path /home/pflorido/Desktop/ can be found at

. /Desktop/ or simply Desktop/ (with no preceding dots and slashes)

A.3. An IDE: codeblocks

As you progress with your programming experience, you will find that a simple text editor is too
limited. You need more powerful tools to maximize your coding productivity. These are usually
called IDE, Integrated Development Environment, which are basically text editors with support for
external coding tools.

In this course we will briefly suggest an IDE called codeblocks that is a reliable open source tool. I
will mainly use it in this course to show you some details about file format, but it is not the purpose
of the course to teach you how to use an IDE.

You can open codeblocks by running it from the terminal, with the command
codeblocksé&

Start here - Code::Blocks 17.12 v A X
File Edit View Search Project Build Debug wxSmith Tools Tools+ Plugins DoxyBlocks Settings Valgrind Help
e~ 2’ 5]

X

w t
oo B |/ start here x

Projects | Symbols  File ™

@ Workspace

Q‘! Code::Blocks

Release 17.12 rev 11256 (2017-12-28 10:44:41) gce 4.8.5 Linux/unicode - 64 bit

— 5 )
Bees | Create a new project \5‘? Open an existing project J Tip of the Da:

" ) Visit the Code::Blocks forums ~Report a bug or request a new feature
.

Recent projects
No recent projects

Recent files
& (nhome/pfloridostestfarmyfinder.sh

F (hom diskscanner/diskscanner.p;
F (hor 01707. king.log
Logs &others ®

< € Debugger 3¢ | Jj Ccce 3¢ | ) CppCheckera++ 32 | J) CppCheck/Vera++ messages 3¢ | Cscope 3¢ J DoxyBlocks 3¢ | < Closed files list 3 | ) Thread search 3¢/ Valgrind 3¢ /) Valgrind messages 3¢
Editorfile Project Projectfile

i

default

Instead of reasoning in terms of files, IDEs usually think in terms of Projects and force you to do a
lot of preliminary work before you start coding. This is usually to keep things tidy, but in my
personal experience this always leads to complexity that is not very well justified, and makes
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changing IDE a painful process as they are all different and their concept of project is not
compatible.

Nevertheless you can still use them as an advanced text editor.
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A.3.1. Visualizing hidden characters

To visualize hidden control characters such as spaces, tabs and carriage return / line feeds, find the
Settings menu and select Editor...

5 Settings Valgrind Help

i Environment...

Compiler...

In the Editor settings tab and change the settings according to the pictures below.
The options we’re interested in are Show end-of-line-chars:

Configure editor

General settings

Editor settings | Other editor settings = C/C++ Editor settings = Encoding settings
Font

This is sample text Choose

- ] Reset zoom of all editors to default, if leaving dialog
General settings

TAB options End-of-line options
[_] Detect indent style [ Show end-of-line chars
"] Use TAB character [ Strip trailing blanks
(& TAB indents & End files with blank line
Folding TAB size in spaces: |4 ¢/ [ Ensure consistent EOLs
‘ End-of-line mode: | LF :

Indent options Code Completion
& Auto indent [ Code completion

) . ) & Smart indent "] Case sensitive

Margins and caret . .
& Brace completion [] Autoselect single match
> (& Backspace unindents Autolaunch after typing # letters: |3 4

[ Show indentation guides
& Brace Smart Indent

M Documentation popup

' i Tooltips: | enable =
Syntax highlighting [] selection brace completion
‘ Selections
[] Enable virtual space (space beyond the end of line)
% [] Enable virtual space for rectangle selections

[_] Allow multiple selections
Default code S S . i . :
Enable typing (and deleting) in multiple selections simultaneously

|©Cancel | | <ok |
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and in the Other editor settings tab, Show spaces in editor: Always

Configure editor

General settings

Editor settings | Other editor settings | C/C++ Editor settings =~ Encoding settings

Miscellaneous options
[] Word wrap

[& Home/end to wrap point (line otherwise)
[C] Use POSIX style for RegEx searches
"] Use Advanced RegEx searches

General settings

[ Show line numbers

]

[] Highlight line under caret
Folding ["] Home key always mowves caret to first column
‘ "] CTRL+cursor and CTRL+SHIFT+cursor moves/selects words considering CamelCase
"] Zooming resizes all editors
[] Synchronise Editor with Project Manager

4
L

Show spaces in editor: | Always

Custom whitespace colour: S

Label in editor tab is the file's...
@® name only (no path information)

Margins and caret

. - ) relative filename (to the project file)
Syntax highlighting

g

Default code

-

bt | |l |
-

|©Cancel | | <JoK |

47



A.Advanced topics

The result is shown in this example file of data that we will use for the project:

uppsala_tm_1722-2013.dat 3¢

1 722 112 1.9 1.8

2 1722 113 2.3 2.2

3 1722 114 1.8 1.7

4 1722 115 .9 .8

5 1722 116 -1.8 -1.9 1[@

6 1722 117 .5 4 1

7 1722 118 1 NI CRLF|
8 1722 119 -1.8 -1.9 166
9 1722 1 20 .5 .4 1R0E
10 1722 121 1.8 1.6 |LF]
11 1722 122 1.4 1.2

12 1722 123 -2.7 -2.9

13 1722 124 1.4 1.2

14 1722 125 1.8 1.6

15 1722 126 4.0 3.8

16 1722 127 4.0 3.8

17 1722 128 1.9 1.7

18 1722 129 3.2 2.9

19 1722 130 2.7 2.4

20 1722 131 1.3 1.0

21 1722 2 1 -1.3 -1.6

22 1722 2 2 1.4 1.1

23 1722 2 3 1.4 1.1

24 1722 2 4 .5 .2

25 1722 2 5 1.4 1.0

26 1722 2 6 .9 .5

27 1722 2 7 -.4  -.8

28 1722 2 & -.4  -.8

29 1722 2 9 -1.4 -1.8

30 1722 216 2.3 1.9

31 1722 211 1.3 .9

32 1722 212 4.8 3.5

33 1722 213 1.3 .8

34 1722 2 14 1.7 1.2 1@@6

Logs & others

Jj Code::Blocks 3¢ O Searchresults 32 € Buildlog 3¢ ¥ Build messages 3¢ & Debugger 3¢ Jj Cccc 3¢ /) CppCheck/Vera++ 3¢  J| CppCheck/Ver

Editorfile Project Projectfile
/home/pflorido/src/MNXBO1-project/datasets/smhi-... <none= <none=
/home/pflorido/src/MNXB01-2020/floridopag/tutoria... <none> <none=
/home/pflorido/src/MNXB01-2020/floridopag/tutoria... <none> <none>
/home/pfloride/src/MNXBO01-2020/floridopag/tutoria... <none> <none>
oject/datasets/uppsala_tm_1722-2013.dat Plain text [unix (LF) [uTF-8 L

An interesting thing is that codeblocks “lies” about the actual format of the file. This is because in
the options Encoding settings every file we open is forced to be UTF-8 and Unix LF. This is one of
the aids an IDE provides to a programmer to keep their code consistent.

We can discover the actual format of the file using the file command:

[pflorido@aurora-rviz0l datasets]$ file uppsala_tm 1722-2013 description.txt
uppsala tm 1722-2013 description.txt: IS0-8859 text, with CRLF line terminators

[pflorido@aurora-rviz0l datasets]$ file -i uppsala tm 1722-2013 description.txt
uppsala_tm 1722-2013 description.txt: text/plain; charset=iso0-8859-1
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A.4. Text-only connection: Using a terminal emulator
(Optional)

Terminal emulators are actually the best way to connect to a cluster. As you proceed in your career
you will find that it is a much more efficient way to use a cluster to just login with a text interface,
because most of what you will want to do there is just to start your calculations based on
parameters.

Student
Researcher

Aurora
cluster

\‘1../ S : -t A .
: Eﬂf e - — -
S s/

‘Secure private connection
2 Pl eonneel HPC CLI

text only frontend

<
e
o)
5
q

Termin
| Text only

LUNARC

graphical server

X 7

Here I list some popular terminal emulators for most common Operating Systems.

A.4.1. On Windows

Do NOT search on google. Follow the links shown below to avoid viruses and threats.

* Download and install the following from these sources:

© PuTTY (terminal emulator):
https://the.earth.li/~sgtatham/putty/latest/w64/putty-64bit-0.77-installer.msi

o More info can be found at this link:
https://www.hep.lu.se/staff/paganelli/doku.php/it tips:xwindowswithmswindows
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© You can connect via putty by writing aurora.lunarc.lu.se as hostname in the
configuration. Read the manual here: https://the.earth.li/~sgtatham/putty/0.77/htmldoc/

A.4.2. On Linux or MacOS

Open any terminal emulator: which one you have depends on the Window Manager (GNOME,
KDE, LightDM, XFCE) that supports some virtual terminal apps. Some examples are:
Gnome-terminal, xterm, konsole, MacOSX Terminal...

To connect via ssh you will need the ssh command line client. Usually you need to install the
openssh command line client ssh. It is actually included by default so you usually do not need to
install anything.

For those of you that want to know what software packages are required, in most cases it is
sufficient to have the openssh-client package installed. Package names may vary so I will not
provide an extensive list.

You can connect to Aurora by writing this command in the terminal:
ssh <yourusername>@aurora.lunarc.lu.se

Example: ssh florido@aurora.lunarc.lu.se

A.5. Command line file transfers

You can transfer files via command line as well. There are mainly two commands that transfer files
via SSH: scp (non interactive) and s Ttp (interactive). I will however not document them here for
the moment. But you can read the manpages by issuing man scp orman sftp on the terminal.
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A.6. SSH key pairs

SSH keys are an implementation of PKI (Public Key Infrastructure). You can read about the generic
concept in Lecture 4. In this section I will just describe how this is done in SSH.

Before we go into the topic, a clarification: SSH communication encryption does NOT use SSH
keys. These are used only for authentication. The Secure in SSH is based on Symmetric Encryption,
both the client and the server decide a secret that they share during the whole connection. It does
not depend on the identity of the user or the server.

SSH key pairs are based on well established encryption algorithms to generate a private and a
public key (Asymmetric Cryptography) to identify a security principal, be it a person (user) or a
computer (server).

* The private key should never be disclosed, not even to those who you trust;

* The public key is for everyone to read, in fact, you can distribute it everywhere you like to
whomever you want; it can even end up in malicious hands.

The security concept behind this two items is that to do some action you need both. A system that
supports PKI uses the public key to encrypt ( = mix up so that it makes no sense to a reader) the
content to send to the owner of the private key. The mathematics behind the encryption scheme is
such that only the person who owns the private key can decrypt (= extract or interpret) the content
of a message encrypted with their public key.

Mathematically, private and public keys are values obtained from an algorithm based on the
multiplication of prime numbers. The result of the algorithm is such that it is extremely hard to find
those two numbers that would allow every encrypted message to be decrypted. By hard we mean
that even the most powerful computer on earth may take million years to come up with a solution.

Of course as the computing power increases, this complexity reduces a bit. Nowadays the prime
numbers one multiplies must be big enough so that no hacker can break the algorithm.

In practice, these values are encoded (=represented) as text files, sequences of characters that
represent the mathematically calculated values. There are many algorithms that one can use to
obtain such values. One of the most common is the RSA algorithm.

As you might imagine these encoded values look like pure garbage to us. This below is an example
of generated private and public key pair:

----- BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,80A25C088368D6269A959CF61B45CBAESAthI13/FWAM;jDNXB1nVke/VHsXrQHimpj3hw6F3khYHeRCHXCPHA0Oin+++pOAjB+gZIfOYh1zxbuc0/92Pe10RZSBhz8PAIXdZghdOPKPhNUGLSOYGCANZEVVpYTOBCWOgWavO9VCC6/
hN7VkyDxm2SJALXbfbd7a75BavESqIzeAhsC5zy 1uHLOMj 42koj VrEFO8C3WuTj CRFh6YTIF fiEXcis7qtzeM4UdO8a/ cqChfZORPVF+yj tdgzT1rUSEZhS/AMSSNiNn6S F5ett/addeTtkPMFEGhK100] t3022evmc Lk28Ks FuljNSGTF3IPGSbAUH+/
V40EeBBBOVZv6j ZGoWL T1Xuj tXk39gNbeazQe38Kr3fUn80X8D1b1GONrgiv2ubwheyNWF/t775dF/LKA0gbKPUGLYTeFL1X57SMAMQNGBSVBI 7HtxzRicfbcLSWgL/
A4sIbxNpe2BP8UQAEXVTEYBNEBYGPUALBVy0IySUX6KQWhNTGFVKNNXZO9WL1 f+d23Rvo106GI9L7aPIIx/ TEwj Z8q7CT47uo6hEIc/9qYGiaCaa/
d20SQXFIWegwyv2xwixvkfyjSGpILCSNeIl+S+S0dd+]1aBPIKCIn rKuRmaowaWeg tRXIEWWWToSFDgs +IX+HnRawQxdY zyy 0t Jwh8Igehey43DNgS112v5QqkkouuBwfF6vz8ABCZZ6 Tn2IX18mmCMoJeC3f6mley/j /g9V/RABQLTAN/
09P7BBLfIzv+TrYpiRBCyNLZ231hRPI7h4SEOX TwpgyoX/WacvLKPACO f3e8aUdj uXIBDNUB Ff1Ri rlrdzudadsGn7pghmh0gjpuHQY7AvXWxexkbCb0ZQhwd8Brorx8qm6aMqlDegUvXYHAO/HaRnYi6L /4AvaKjBFArh3JQnXVQT/7/auxx/
KNnDkKbFnVeSRGUVzdb3dQuNS/Nag2tSaydVzX7XCpKRmwbOXtbSF cHKgqmLCzUMIIVZCeZ8rFS3MRWAXTmFADB+mDLS UG rovkQKQ4Kkj TuCDUIB8az2 0w/ 18d0UG/

n+55b1051iR1K00gghfvk+xJeBYhNcKMovpVQfpqQaPi rPLpoN3G6 TtHRdI2PS58EBKRTHRgM03DN41h fq+ICuphYki0zLo6YI IwSdaGBNZbHMR37pdhay JQG2Q+VupAFqmiQWLu+Lt+2pUJ fBuHhS79cvVgZbavvoX4Nlddysugs iRHXxmdgyohcN/
KYWivyCCMtOWWHAB/Pqpq86gt LWPDUBri8ZWG3YyVsZCTLk+ym9XIWFISgY! X2LKtXONsY1Bub; IFMKY06€GSRU7 LwevBEy /

8PVVOCshASFfqp8ITwy2F6Y15YQ614SStLIYa37ynn8Wnm76BKkB1RCWV85hY: 40D4cAgAeVKfnzFsSeq206uoXwQsZ/bh970] zdEYa2+ka1DLRrymkINdwStAOIceExHntMqIMosF FnhBHemwn/esOPUINMEKN7 sGpc8M1voP/
FwQhWcaioj frED+jCIWIm2I1MPdr7v7TskPSCFOLCXHBN V2V rXQRrIMMCO+bwqOQpy j ktsAuQGYQMBKtemIghDLPUk6ONLY rIXapz6n1G4Bp8t FNSNIms LL+AX6geVi/
N3aKKbYHiTuvV7ZpTZz975tjHhxwd fdgkSnkYIq3ztdSPDrGUIVFt yxSGr1LXCASOg 4q30ck2TVX6vIDSIOrSKDAZqANWVKUSN/ THO39XColKL+93GVPX22ng4xT186] yx01yil1b6Z/

ByN69nPb804dIgKD fUBPLULF j zxnY1BsgDwlj YNB8SIvQ43XuLY19RUACI5qSy/ rVjamDgr8ZrunfUNLAaK+/zxZMFQODM2VuX tY4vNI cyI5qqg6D001j cOhGswA0rICBQWDDLMTAOisyxpL juhZ55211H6jGTc+YeZnQ/
5r6aqZq8+0A7apBUCpt6y2fVY7ZfecPeN2ycuvNjjhptnOTHAXOjWF/ax1yTMO5Yb] rgXINdYCGOKWFUAAB KDY F35KxbacdLIzv81KV3ZzCTINHZFSRT446/0130GXCWLQ66UTyBHE36g683ZTHLSXZq+8x16g]26yKXUNZYOTGCtbXonEfHTkyr2L0/
qB2U2v7u0JIQwi5PfQrzh4EIKkxUCi04MS10U+nYgOP8S2aTS1IM3lwv5cfq/sM4j 1Q9GKES6UOEIMIPThBCRAW0S+tTI2CgAargBuYX9vt+f cKhKwwlLYdhcO5X2Mt cKFK5C6g+D2gNd9go3pMd2DB+GLim/
598hMn3SowBaXbnUCnZstI01fPy4IxDhALVPYPqqSBBTPfSbOHrI3]11a2TTSRgZ9T+tnByqhfBCErV/1Aj9ST1G5KLbCZ+Ci1ELKPzMeearm8IZ9p+ZoKph230nrjWvelv/nhwfKS4eXNL4T5vOCATYQ4+nXIGENSMBI FWXhgMS98Zkb1/
CVunhUQF5X70qKQFXBXUBWSSF4waic/

CFYHO0OxXj vhiSKrhIh7xNrTaFBEhuKiyGE rTwgZN2hIdvrOCB T f93WvvhAQak i8WZpRMRCBGMGXNIUVC50tqiezXQ7AA+2 FEE3nJHO1sKxgpFULWgBRX0kuoZt LBXBRHTV2PSpPCMO9INT2GYVLGLLGON79Qn ] LeOZE j JAkzIAtRISiqiqyua3lnTdP76qy9/
AAUEUWF34]C2w3qkcCLSbj Fhi43vYZs9o+LadbzSAbmN/QFVpSvDmakQ@BoaYhRuLfr8tbD3Ey1AJzt jpRyGXVGOTawV jmI0h4qUWPN/
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AhvlstwP}LUDaBzN?DlrvazOtRoaweQaecBV1xM20ertMcdoM]Vquauur50+rJRR2t2NNAJSthP47tnZLv+e2ksyB+be7uxIaIdHthngUDBHTcJszlpDOKSVBchszxmyrllw/
jNNsPskxSIn1la2vfIsmPztn4cTL8mcpVdxoY288ftDX1ILsriT4HfT3A5CcAYXx62zLqg6XyShZNsC/Wihb/z7E249AycHhAI3GyVvNOYcy nOH4uhyI2dkoTDnuq6tHx/ArX81l

----- END RSA PRIVATE KEY-----
Public key:

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCE j EOWUthp4/pGM2D9Zdx9XC8ChzDUA27KGGU/H7TEOZUG)ESAFt3YpKnHZRj cwYHrNUgheNj aZjj 1c+zhGVsbavjxQ3fulDiuPEn9+TYB0b7 fOYUKKZH+7I8mKQCcKpy4Sy4nD2yHkgqTHOGIFA2XUNO LWENTU/
D4QZUDaUeSNOkobVHLKwx1Lo3qX7N7j /

dj4PqvcMWUDIYKhE9VDQa90LmXS8POgIKMM2g3KbOPUGLP rLs6XWOEHLZk6Ve6h+hahcU06is 1A {VZM1c4qbQ51 1bEOEMFPdI9Z11ngb0gASY965sK31HhoDUKRPoaRUOLYsueQl r3unz3WzeD/Bj/

2C8dnwj c30CbNZDZ6C200IKC7gMx FA9/2KDIVi /i TKQTT7Dy fv rr6Z6w2RUKsYPE/ r+QQGV8TNbxowtLjQnwE+2cks9xfshNpMI3556v0q5xGHDDQ4ehIqle8g71V25Qqsix5x rsalmil3nb/

1L+V+nQUUSQKDUS ZAWV CTiXkj 7+4pPmBKB1ix0S f1VCg1IpgA1K9t jUg4XL21eu3605Y7bY3KYGhmy FVAELs@4mg t5owpoDcxvUf fWW2Dx4e9KkAOGcOTVbH2XVOWOYX rcBbNANGB] jviincWxSTTAmeXpgANS500;+CmbIYbpUSiw== pflorido@atariXL

I think you can see by yourself that it just does not make sense to share or remember any of the
above. For this reason, the public key that is supposed to be shared with others is usually hashed
using an hashing algorithm. Hash functions map a certain set of values into a numerable, restricted
set of symbols or values. In the case of SSH, the public key is hashed using some hashing
algorithms such as MD5 or SHA to make them shorter. You can think of a hash as some kind of
summary.

For example, the public key above has the following hash:
SHA256:ApGaiVKObpDCJhM6puAHLzhglGg+keMAN3kusjNbL o8

The hash is also called fingerprint. Without going into details, 256 determines the complexity of
decoding the hash. Higher numbers are harder to decode. They also make the resulting hash longer.

These complex hashes have also another property, that is, they identify in an almost unique
manner the hashed value. You can think of them as an identity card for the public key: if someone
knows your public key and wants to verify that it is yours, they can ask you the hash and calculate
the SHA256 over your public key, if they match they can be sure it’s you.

In the digital certificate world we have a third party, a Certification Authority, that validates our
trust, if you remember what is described in section 2.1 or in Lecture 4.

SSH key based authentication has no intermediary. The trust must be established outside the
computer world by some shared knowledge between two parties. For you to trust a server, you need
to accept their public key hash as you did in section 3.2 when logging in to Lunarc.

For the server to trust your public key the thing is a bit more complicated. It will not be happy with
just a hash. You need to copy the whole public key over to the server, usually in your home inside a
file ~/.ssh/authorized keys

In SSH key pair based authentication,
1) You trust the server SSH key fingerprint;
2) The server has a copy of your public key installed in your home folder;

3) When connecting, instead of sending username and password, the client sends your key
fingerprint;

4) The server calculates the hash of your public key and checks that it matches your fingerprint;

5) If the calculated hash does not match, the connection tries other means of authentication (such as
other keys or username and password) otherwise it continues, sending you a message encrypted
with your public key (asymmetric cryptography)
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6) If the client has your private key, it can decrypt the message, and them perform an algorithm that
I will not describe here to complete the authentication.

SSH keys can have an unlock password. I strongly recommend you to use a password for your
keys. A key without a password is like your bankID without pin code, or you id card without a
picture. If someone finds it, they can pretend it’s you.

The good thing about SSH keys is that they are managed by a so called SSH Agent. It’s a small
piece of software that remembers what key you used for which service, so that you only have to
write your password once during a session. After that the agent will remember and you can login
without a password. So it’s a way to speedup or automate authentication.

A.6.1. Using SSH key pairs instead of username and password

The instructions below are Linux/MacOSX only. This guide will not cover Windows.
To use an SSH key pair instead of username and password, you need to do the following on your
laptop:

1. Generate a private/public keypair with password and strong encryption:

ssh-keygen -b 4096 -f ~/.ssh/myid_rsa

Result:

Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /nfs/users/floridop/.ssh/myid_rsa.
Your public key has been saved in /nfs/users/floridop/.ssh/myid_rsa.pub.
The key fingerprint is:

2d:1d:94:b9:71:35:59:f8:79:26:92:b5:a3:f5:d4:e3 pflorido@tjatte.hep.lu.se
The key's randomart image is:

+--[ RSA 4096]----+

| .0 .0+, |

| oL+
| .+ 0 00|
| 0..0 =0%|
| S o +.%0]
| E.
|
|

2. Make sure the permissions are correct:

chmod 600 ~/.ssh/myid_rsa;
chmod 644 ~/.ssh/myid_rsa.pub;

# check permissions
1s -1ltrah ~/.ssh/myid_rsa*
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SrwW------- 1 pflorido hep 3,3K maj 3 13:59
/nfs/users/floridop/.ssh/myid_rsa
-rw-r--r-- 1 pflorido hep 751 maj 3 13:59
/nfs/users/floridop/.ssh/myid_rsa.pub

3. Copy the key to the target server, say Aurora. This will add your public key to
~/.ssh/authorized keys on Aurora.

ssh-copy-id -i ~/.ssh/myid_rsa pflorido@aurora.lunarc.lu.se

Result:

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to
filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys

Password:

Number of key(s) added: 1
Now try logging into the machine, with: "ssh

'pflorido@aurora.lunarc.lu.se'"
and check to make sure that only the key(s) you wanted were added.

4. Add the key to the agent keyring:
ssh-add ~/.ssh/myid_rsa

Result:

Enter passphrase for /nfs/users/floridop/.ssh/myid_rsa:
Identity added: /nfs/users/floridop/.ssh/myid_rsa
(/nfs/users/floridop/.ssh/myid_rsa)

5. Try to login to the server using the identity created:

ssh -i ~/.ssh/myid_rsa.pub pflorido@aurora.lunarc.lu.se

You will now be asked the OTP as usual.
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B. Tips for installing your own Linux

If you have Windows or MacOSX and you want to try Linux at home, I suggest you just follow the
previous years course slides.

The slides discuss both installing using virtualization or bare metal installations:
https://www.hep.lu.se/courses/ MNXB01/2019/MNXB01-tutorial-1.pdf

If you have Windows 10, Microsoft created a partnership with Ubuntu to be able to use the Linux
command line interface in Windows. You can try the following links for some hybrid approach:

Install Ubuntu bash terminal on windows 10
https://ubuntu.com/tutorials/ubuntu-on-windows#1-overview

The above guide does not cover the X server (the graphical interface). You can find some tips on my
support pages:
https://www.hep.lu.se/staff/paganelli/doku.php/it_tips:xwindowswithmswindows
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C. Glossary of terms

word

meaning

synonyms

related topics

2FA

Two Factor Authentication is an
authentication scheme where the
participants need to share at least two
authentication credentials

Two Factor
Authentication

assembler

An app that can convert assembly
language into machine code.

assembly

An intermediate, low level
representation of machine language
that is more human readable

authentication

A process with which two or more
parties identify each other, based on
some form of trust, by exchanging
authentication credentials.

authentication
credential

A piece of information that is used to
identify a computer or a user

binary code

A sequence of 0 and 1 representing an
algorithm that can be executed by a
computer.

compiled code,
machine code

binary file

A file in a special format that can be
executed by a computer. It is the result
of a compilation

executable

binary logic

the algebra of logical operators defined
on booleans or binary systems

boolean algebra

binary system

a counting system that has only two
digits, 0 and 1. A fully defined algebra
is defined on such system with logical
and arithmetical operators. It is used by
computers to perform calculations.

the association of a certain variable
name to a certain memory location,

binding virtual or real
bit Blnary digiT . The fundamental unit of
measure of information. Can be 0 or 1
body A block of code that defines the
behavior of a function
boolean A variable that can have only two
values, true or false
boot the sequence of steps a computer (or
any other system) does when starting
byte a set of 8 bits word
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word

meaning

synonyms

related topics

call

the invocation of the name of a
function or variable, or the use of any
of these already defined, in a piece of
code

invocation

declaration
variable
function

cluster

A set of computers interconnected,
used for calculations.

computing
cluster

code

A structured ordered sequence of
instructions, written in some
programming language, that implement
an algorithm.

compilation

The process with which some code in a
programming language becomes binary
code.

compiler

A software tool (app) to perform
compilation

CPU

Central Processing Unit, is the
operational core of the computer. It’s
purpose is to execute instructions, at a
rate defined by a CPU clock.

credential

any information that can be used to
identify a security principal.

see also
authentication
credential

data

information, stored in some format,
that is either input or output of some
algorithm.

decimal system

the numeric system used by humans. It
has 10 symbols to represent numbers

declaration

the first time a variable or function
name appears in some code and it is
therefore added to the environment

definition

digitization

the conversion of a continuous, analog
information into a discrete one

driver

a software whose purpose is to enable a
computer to interact with some
hardware

dynamic binding

the binding of a variable name to a real
memory location done by operating
system libraries at runtime.

Pointers affect the dynamic binding of
a variable

dynamic
relocation

binding
pointer

editor

An app to modify files, mainly text
files but not limited to

text editor

environment

A table that contains names of
variables and functions for each block
of code or process and maps them to
memory locations containing values or
code.

57




C.Glossary of terms

word

meaning

synonyms

related topics

executable

A compiled binary file that can be
executed by a computer

binary file

file

a sequence of 0 and 1 with a defined
format that can be stored on a physical
memory

file browser

An app to browse files on a computer

format

A set of rules that define how some
data is structured

frontend

A computer that serves as a point of
access to a computing cluster.

hardware

Any electronics that is related to a
computer

hash

A function that, given a certain set of
input parameters S, returns a value
H(S) from a finite countable set of
values, that is, a finite set of possible
output values. It is used mainly to
“summarize” the content of S.

IDE

An Integrated Development
Environment is a file editor with
enhanced functionalities for code
developers

initialization

the assignment of a value to a variable

allocation,
assignment

variable

internet browser

An app to browse the Internet

interpreter

a software that compiles instructions of
a language on the fly, without the need
for the user to compile manually

keyboard shortcut

A quick way to send a command to a
computer just using the keyboard

linker

A software tool (app) to perform
linking

linking

The process with which some code in a
programming language is connected to
existing libraries in an operating
system

memory location

a binary value that represents a location
in memory

pointer

Operating System

The collection of software that allows
the computer to function, connects and
coordinates the hardware, allows
Human-Computer interaction

OTP

One Time Password is an
authentication credential that lasts for a
very short time.
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word

meaning

synonyms

related topics

parameter

a piece of information passed to a
command or a function to complete
some task

option (for
commands)

function
command

password

A secret shared between a user and a
computer system

PKI

Public Key Infrastructure is a security
paradigm in which an security
principal is assigned two keys, a public
one that can be disclosed to the whole
world and a private one that should
never be disclosed.

pointer

a binary value that represent a location
in memory

memory location

program

The set of software components that
define an application, it includes at
least an executable file.

application, app

programming language

A defined set of words and grammar
rules that allow a developer to instruct
a computer to do calculations,
implementing some algorithm

Random Access Memory is the
volatile memory of a computer. It is
completely wiped when a computer is

RAM turned off
the hardware that contains a unit of

register memory in a computer
Read-Only Memory. A chip that stores
information that cannot be written

ROM directly by the user

scope visibility
Anything that can be subject to a
security protocol and uses
authentication or authorization, for

security principal example a cluster user or a server entity

An app that implements some kind of

shell Command Line Interface (CLI)
Any binary code that can be executed
software by a computer
Secure SHell, a network
communication protocol that features
mutual authentication and secure
ssh encryption of transmitted data
See also “hash”
ssh hash the hash of a ssh key and “ssh key”
A security credential used in the ssh
protocol that is based on PKI. As such
ssh key it consists of a public and a private key.

59




C.Glossary of terms

word

meaning

synonyms

related topics

static binding

the binding of a variable name to a
virtual memory location done by a
compiler or an interpreter at compile
time

static relocation

binding

terminal

A text or character base input output
app or device that can be used to
connect or interact with a computer
using the command line

text file

a special kind of file whose sequences
of bytes is interpreted as characters by
a computer

type

the kind of information a variable can
contain. It defines the amount of
memory (size) the content of that
variable will use

data type

variable
definition

user

a person interacting with a computer
system

username

An identifier for a user in a computer
system.

variable

a name in the code associated to a data
type and a memroy location

visibility

the presence of a variable in a given
environment.
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E.ChangeLog

E.ChangelLog

Here I track the changes I am making to this document at each review.
I am following the GNU standard, see https://www.gnu.org/prep/standards/html node/Style-of-

Change-Logs.html#Style-of-Change-Logs
I suggest you follow such standard while writing the Final Project.

2022-09-03 Florido Paganelli <florido.paganelli@hep.lu.se>

Made some adjustments to ls examples in section 5.1 Command line syntax

2022-08-30 Florido Paganelli <florido.paganelli@hep.lu.se>

Exporting document as tagged PDF to improve accessibility
Fixed some pagination issues

2022-08-16 Florido Paganelli <florido.paganelli@hep.lu.se>
Updated info about how to obtain a Lunarc login.

2022-07-07 Florido Paganelli <florido.paganelli@hep.lu.se>
Reviewed all content for 2022.

2021-09-20 Florido Paganelli <florido.paganelli@hep.lu.se>
Added compilation concepts to manual glossary

2021-09-15 Florido Paganelli <florido.paganelli@hep.lu.se>
Added section A.6 SSH key pairs

2021-09-06 Florido Paganelli <florido.paganelli@hep.lu.se>
Added new words to the glossary
Changed “SSH key” to “SSH hash” in closing remarks of section 2.1

2021-09-05 Florido Paganelli <florido.paganelli@hep.lu.se>

Added a brief description of the authentication process at the end of section 2

2021-09-02 Florido Paganelli <florido.paganelli@hep.lu.se>

Changed sections from Advanced Topic on to have letters instead of numbers

2021-09-01 Florido Paganelli <florido.paganelli@hep.lu.se>

Added section on command line login tools

2021-08-31 Florido Paganelli <florido.paganelli@hep.lu.se>

Added section with CLI reference
Added section about WinSCP and FileZilla

2021-08-30 Florido Paganelli <florido.paganelli@hep.lu.se>
Updated info on ThinLinc file sharing

Added reference to the ChangeLog in the How to read this doc section
Added detailed information about the Caja Filebrowser

Added a section about the Linux filesystem

Added Glossary of terms

2021-08-29 Florido Paganelli <florido.paganelli@hep.lu.se>

Moved CodeBlocks info to Advanced Topics
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E.ChangeLog

Moved section on connecting via textual terminal client to Advanced topics, still WIP

Added a section on how to open existing files with Pluma in alternative ways
Added an Advanced Topics section

* Added how to share remote files with ThinLinc

Added a ChangelLog section
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